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Denial of Service Attack

Denial of Service (DoS) is an Attack on a
Computer or Network that Reduces, Restricts or
Prevent Legitimate use of its Resources.

DoS : when a single host attacks
DDoS : when multiple hosts attack simultaneously
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Denial of Service Attack ...

- In DoS Attack, Attackers Flood a Victim System
with Non-Legitimate Service Requests or Traffic
to overload its Resources.
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- DoS is an attack through which a person can
render a system unusable, or significantly slow it
down for legitimate users, by overloading its
resources.

- If an attacker is unable to gain access to a
machine, the attacker will most likely crash the
machine to accomplish a denial of service attack.
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Goal of DoS

The goal of DoS is not to gain unauthorized access
to machines or data, but to prevent legitimate
users of a service from using it.
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Goal of DoS ...

- Purpose is to shut down a site, not penetrate it.
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- Purpose may be vandalism, extortion or social
action (including terrorism) (Sports betting sites
often extorted)
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- o Modification of internal data, change of

programs (Includes defacement of web sites)
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Attackers may:

Attempt to flood a network, thereby preventing
legitimate network traffic

Attempt to disrupt connections between two
machines, thereby preventing access to a service

Attempt to prevent a particular individual from
accessing a service

Attempt to disrupt service to a specific system or
person
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DoS Symptoms

Unavailability of a °
particular website :

Unusually slow
network
performance

Inability to
access any

Dramatic
increase in the
amount of spam

. emails received




DDoS Attack

- Adistributed denial of service (DDoS) attack is one
in which a multitude of compromised systems
attack a single target, thereby causing denial of
service for users of the targeted system.
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- The flood of incoming messages to the target
system essentially forces it to shut down, thereby
denying service to the system to legitimate users.
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How DDoS Work?

Handler infects a large H m —
| number of computers x :
over hm:\:x" - ot Zombhie systems are instructed to
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Recent Cases

info security

Be\E}OPS Alert: 12,000 Jenkins Servers Exposed to DoS

Attacks

Phil Muncaster

Email Phil Follow @philmuncaster

Security researchers are warning that 12,000 cloud automation servers around the world
could be hijacked to launch denial of service (DoS) attacks.

Radware issued an emergency response team threat alert yesterday after discovering 12,802
Jenkins servers that are still vulnerable to a flaw patched at the end of January.

Discovered by Adam Thorn of the University of Cambridge, CVE-2020-2100 affects Jenkins
2.218 and earlier as well as LTS 2.204.1 and earlier.

“Jenkins’ vulnerability is caused by an auto-discovery protocol that is enabled by default and
exposed in publicly facing servers,” explained Radware security evangelist, Pascal Geenens.
“Disabling the discovery protocol is only a single edit in the configuration file of Jenkins and it
got fixed in last week’s patch from a default enabled to disabled.”

The bug could enable attackers to compromise exposed servers to launch two different types
of DoS: an amplification attack and an infinite loop attack.



linfo security

STRATEGY | INSIGHT | TECHNOLOGY

FBI Arrests Man on Political Cyber-attack Charges

Sarah Coble

America's Federal Bureau of Investigation has arrested a man on suspicion of cyber-attacking
the political rival of a former US congresswoman.

Arthur Jan Dam was arrested by the FBI on Friday. The 32-year-old is accused of
masterminding a series of DDoS (distributed denial-of-service) attacks that targeted an
opponent of former congresswoman Katie Hill.

Dam is suspected of causing four DDoS attacks to hit the websites of Hill's rival in April and
May of 2018. As a result of the attacks, the victim's website was down for approximately 21
hours, causing financial losses of $5,000.

The victim believes that the attacks were partly to blame for a political loss sustained in the
June 2018 Democratic primary for California’s 25th congressional district.

According to the complaint, "The victim reported suffering losses, including website
downtime, a reduction in campaign donations, and time spent by campaign staff and others
conductineg critical incident response.”
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US Cybersecurity Firm Founder Admits Funding DDoS
Attacks

Sarah Coble

An American businessman who co-founded a cybersecurity company has admitted to hiring
criminals to carry out cyber-attacks against others.

Tucker Preston, of Macon, Georgia, confessed to having paid threat actors to launch a series of
distributed denial-of-service (DDoS) attacks between December 2015 and February 2016.

DDoS attacks prevent a website from functioning by bombarding it with so much junk
internet traffic that it can't handle visits from genuine users.

In a New Jersey court last week, 22-year-old Preston pleaded guilty to one count of damaging
protected computers by transmission of a program, code, or command. Preston admitted to
causing at least $5,000 of damage to the business he targeted.
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UK Labour Party says it has experienced a 'large-scale
cyber attack' on its digital platforms

By Aimee Lewis, CNN
(® Updated 1801 GMT (0201 HKT) November 12, 2019

(CNN) — The UK's main opposition party says it has experienced a "sophisticated and large-
scale cyber attack" on its digital platforms.

In a statement to CNN, a Labour Party spokesperson said the attack had "failed" because of the
party's "robust security systems."

"The integrity of all our platforms was maintained and
we are confident that no data breach occurred," the
spokesperson said, adding that the matter has been
reported to the National Cyber Security Centre, a UK
government agency.

"Our security procedures have slowed down some of

Related Article: Nigel Farage has made our campaign activities, but these were restored this

a huge Brexit concession ‘

According to the PA news agency, Labour sources would not be drawn on the details of the
attack or who they thought might be responsible. However, a National Cyber Security Centre
(NCSC) spokesperson said it was a distributed denial of service (DDoS) attack, adding that there
was one in the morning and one in the early afternoon.

"The NCSC is confident the party took the necessary steps to deal with the attack. The attack
was not successful and the incident is now closed," the spokesperson added.
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Blocking social media would be 'the end of the open internet of
Hong Kong.' It also wouldn't work

o Analysis by James Griffiths, CNN
< 4 Updated 0425 GMT (1225 HKT) August 29, 2019

blocking of sites such as Facebook and Twitter, the number one target of censorship in China is
organizing or any calls for offline mass action.

For three months now, protesters in Hong Kong have shown themselves adept at organizing
onling, spreading news about future demonstrations, police movements, how to stay safe and
calls for reinforcements and supplies via social media and encrypted messaging apps,
particularly Telegram.

In the early days of the protests, Telegram founder Pavel Durov said the app had experienced a
massive distributed denial of service (DDoS) attack which originated from "IP addresses coming
mostly from China." The attack "coincided in time with protests in Hong Kong," where people
were coordinating on Telegram groups, Durov said.

Popular with protesters beyond Hong Kong, Telegram is blocked in multiple countries, including
Durov's birthplace of Russia. A similar ban in Hong Kong would undoubtedly be disruptive, but
likely not enough to severely affect protesters' ability to organize.
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The global internet is powered by vast undersea
cables. But they're vuilnerable.

> By James Griffiths, CNN
< (® Updated 1130 GMT (1930 HKT) July 26, 2019

However, with more than 50 cables connected to the UK alone, Clatterbuck was skeptical about
how useful a deliberate outage could be in a time of war, pointing to the level of coordination and
resources required to cut multiple cables at once.

"If you wanted to sabotage the global internet or cut off a particular place you'd have to do it
simultaneously on multiple cables," he said. "You'd be focusing on the hardest aspect of
disrupting a network."

It would likely be easier to target onshore internet infrastructure with cyber and DDoS attacks,
flooding the network and knocking key facilities offline. Though even then, Clatterbuck pointed
out, military and other government organizations likely have satellite backups.
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At least 50,000 license plates leaked in hack of border
contractor not authorized to retain them

- By Kevin Collier and Sergio Hernandez, CNN

& Updated 0123 GMT (0923 HKT) June 18, 2019

e L 2

A CNN analysis of data hacked from CBP subcontractor Perceptics, which is now available on

the dark web, shows records of what appear to be at least 50,000 unique American license
plate numbers. That figure had not previously been made public.

Last week, CBP said in a statement that "none of the
image data has been identified on the Dark Web or
internet," though CNN was able to still find it.

In addition to the license plate data, last week a CBP
spokesperson said that photos of some travelers --

fewer than 100,000 -- had also been compromised.

Related Article: Chinese spies stole NSA
hacking tools, report finds CNN first obtained the information on the license plates

records from the online archivist group Distributed

Denial of Secrets, which has published some emails
and contracts leaked from the Perceptics hack. They plan to publish far more, including a library
of emails that will eventually be searchable, DDoS co-founder Emma Best told CNN.
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Targets (OSI layer)

Network (Layer 3)
Bandwidth consumption

Layer 4 (Transport Protocol)
TCP attacks on server sockets

Application (Layer 7)
Application or operating system resources
consumption



Bandwidth Attack

When a DDoS attack is launched, flooding a
A single machine cannot make network, it can cause network equipment
"""""" Y» such as switches and routers to be
overwhelmed due to the significant
statistical change in the network traffic

enough requests to overwhelm
network equipment; hence DDoS
attacks were created where an
attacker uses several computers
to flood a victim

o
-
-

Attackers use botnets and carry out Basically, all bandwidth
DDoS attacks byﬂooding the Crrnnnnnnn weannn LT 3 IS used and no
network with ICMP ECHO pBCkEtS bandwidth remains for

legitimate use



Layer 4 DoS Attack

A TCP connection is established in what is known as a 3-
way handshake.

The client sends a SYN packet, the server responds with
a SYN ACK, and the client responds to that with an ACK.
After the "three-way handshake" is complete, the TCP
connection is considered established.

Overwhelm a server by sending a flood of SYN
packets and then ignoring the SYN ACKs returned
by the server.

This causes the server to use up resources waiting
a configured amount of time for the anticipated
ACK that should come from a legitimate client.



Layer 7 Attack

HTTP attacks on Web server threads
Web application attacks on CPU resources



Layer 7 DDoS Attacks

Application Zono



Layer 7 DoS Attacks

A Network DoS attack operates in the logical “Access
Zone”, an application DoS attack targets the
“Application Zone”.

That consists of the web front-end and the data storage
for it.

In order for an application DoS attack to be successful, it
has to go around the entire set of “Access Zone” devices
and mechanisms in place, take advantage of a security
gap on the “Application Zone”.

and then finally inject a payload that goes on to
establish a direct communication line with the web
server, to strike either the server itself or application.



Layer 7 DoS Attacks

- Loss of Services
- Destroy programming source code and files

Using application-level flood attacks, attackers attempts to:
€  Flood web applications to legitimate user traffic

= Disrupt service to a specific system or person, for example, blocking a user's access by
repeating invalid login attempts

Jam the application-database connection by crafting malicious SQL queries

Attacker

' Attacker exploiting application
=77 T source code




Legend:

::: Complete HTTP Request-Response Cycle
=

; Incomplete HTTP Requests
QOO Well-Timed / Prolonged
Low Bandwidth

(&) Available / Unavailable Socket



Protocol
. Examples of Denial of Service . L A
OSl Layer |Data Unit o G i 2 e Potential Impact of DoS Attack Mitigation Options for Attack Type
(PDU)
Application monitoring is the practice of
PDF GET requests, HTTP GET, monitoring software applications using a dedicated set of
Application Data HTTP POST, = website forms Reach resource limits of services algorithms, technologies, and approaches to detect zero day
Layer (7) (login, uploading photo/video, Resource starvation and application layer (Layer 7 attacks). Once identified these
submitting feedback) attacks can be stopped and traced back to a specific source
more easily than other types of DDoS attacks
To mitigate, consider options like offloading the SSL from the
Malformed SSL Requests -- origin infrastructure and inspecting the application traffic for
SresaiEie Inspecting SSL encryption packets | The affected systems could stop signs of attacks traffic or violations of policy at an applications
L 6 Data is resource intensive. Attackers use |accepting SSL connections or delivery platform (ADP). A good ADP will also ensure that your
n Layer (6) SSL to tunnel HTTP attacks to automatically restart traffic is then re- encrypted and forwarded back to the origin
target the server infrastructure with unencrypted content only ever residing in
protected memory on a secure bastion host
Telnet DDoS-attacker exploits a Prevents administrator from
Sessi 5) | Dat flaw in a Telnet server software A i A ——— Check with your hardware provider to determine if there's a
ession (5) Al running on the switch, rendering pertorming 9 version update or patch to mitigate the vulnerability
) . functions
Telnet services unavailable
DDoS attack blocking, commonly referred to as blackholing, is a
method typically used by ISPs to stop a DDoS attack on one of
its customers. This approach to block DDoS attacks makes the
Transport Reach bandwidth or connection limits | site in question completely inaccessible to all traffic, both
(4) Segment DI eEs ; Shil e of hosts or networking equipment malicious attack traffic and legitimate user traffic. Black holding
is typically deployed by the ISP to protect other customers on its
network from the adverse effects of DDoS attacks such as slow
network performance and disrupted service
ICMP Flooding - A Layer 3
infrastructure DDoS attack method | Can affect available network . ) ) .
h : Rate-limit ICMP traffic and prevent the attack from impacting
Network (3) | Packet that uses ICMP messages to ' bandwidth and impose extraload on ||y i o el o B
overload the targeted network's the firewall
bandwidth
Many advances switches can be configured to limit the number
; ’ . Disrupts the usual sender to recipient | of MAC addresses that can be learned on ports connected to
el Frame R floodu_\g |r_1undates L= flow of data -- blasting across all end stations; allow discovered MAC addresses to be
(2) network switch with data packets . . . .
ports authenticated against an authentication, authorization and
accounting (AAA) server and subsequently filtered
Physical destruction, obstruction, Physical assets will become Practice def in-depth tacti trol
Physical (1) |Bits manipulation, or malfunction of unresponsive and may need to be IEIGHIED CREINES (TREEIIN ETUES, WS elegets Eeliiels,

physical assets

repaired to increase availability

accountability, and auditing to track and control physical assets
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DoS Attack Classification

Smurf

Buffer Overflow Attack

Ping of death

Teardrop

SYN Attack

SYN Flooding

Peer-to-Peer Attack
Permanent DoS Attack (PDoS)



Smurf Attack

The perpetrator generates a large
amount of ICMP echo (ping) traffic
to a network broadcast address =85 -~ 0 nesdes
with a spoofed source IP set to a fp co-0 -
ViCtim hOSt &) ICHP: Identifier = 512 i '

ICHP SEQME-'}]C:E number = 17152

. . IIE,I-IE: [1472 bytes of data]

The reSUIt WIII be IOts Of plng ?:ﬁg [Normal end of "ICHP header".]
° o By 1CcHP

replies (ICMP Echo Reply) floodi.._

the spoofed host

Amplified ping reply stream can
overwhelm the victim’s network
connection

Fraggle attack, which uses UDP
echo is similar to the smurf attack



The attacker sendz ICMP

Attacker ECHO requests with spoofed Targat Server
source addresses

ECHO Request
Ceeseaseisestesestasctnsaisasaissansssansasnasatnsanaaanasanns >

ECHO Re
Cooromeren T

ECHO Request
.......... BUER . erersescenmereee

ECHO Reply

. L-Maximum limit of ICMP Echo Requests per Second-

-ooa-L

ECHO Request

ISt R R R R R R R L L R L L l.l.'."

Legitimate ICMP echo request from an |’
address in the same security zone

'll‘...l'



Prime Target

Amplifiers



Buffer Overflow Attack

Buffer overflow occurs any time the program
writes more information into the buffer than the
space it has allocated in the memory

The attacker can overwrite data that controls the
program execution path and hijack the control of
the program to execute the attacker’s code
instead of the process code

Sending email messages that have attachments
with 256-character file names can cause buffer
overflow



Buffer Overflow Attack ...

Virtval address space Virtual address space Virtual adcress space
OxFFFF.[T Main's Main's Main's
local Stack ocal local

Stack b variables valiables variables |_|

pointer Retumn addr Return addr [
A's local A’s kocal
variables variables

SP —p SP
Buffer B
Program Program ) Program

(a) (&) (c)



[(LPHEAF] 00FESP>6 Pi. |[|[dest = B8022FF50

VUMLK L VUS4 DO UUY . tau Src = tespe.vuyuivuy

0022FEE8S8 00000001 e en = 1

0022FEEC ©004012B5 pn @. |[RETURN 0 teste.004012B5 from teste.004017B0O
0022FEF8 ©022FEDSB Pp".
0022FEF4 00000002 - ...
0022FEF8 ©O022FFC4 ﬁy".
0022FEFC 76478CDS ONGu yucrt . 76478CD5
0022FFB0 CF1227D3 011
0022FF 64

B022FF 08 4 RETURN to msvucrt.764598DA from msucrt.76459878B
0022FF BC
0022FF10
0022FF14
0022FF18

BB22FF1C

0022FF20 4F4C4548 HELO g STACK
0022FF24 4Fu4C4548 HELO

0022FF28 A4F4C4548 HELO
B022FF2C 4F4C4548 HELO
0022FF30 A4F4C4548 HELO
0022FF34 A4F4C4548 HELO
0022FF38 A4F4C4548 HELO
0022FF3C 4F4C4548 HELO
B022FF40 A4F4C4548 HELO
0022FFuy 4FHCHo48 HELD
0022FF48 4FuCH548 HELO
B022FF4C 4F4C4548 HELO




Ping of Death Attack

The attacker deliberately sends an IP packet
larger than the 65,536 bytes allowed by the IP
protocol

Fragmentation allows a single IP packet to be
broken down into smaller segments

The fragments can add up to more than the
allowed 65,536 bytes. The operating system,
unable to handle oversized packets freezes,
reboots, or simply crashes



Teardrop Attack

IP requires that a packet that is too large for the next
router to handle be divided into fragments

The attacker's IP puts a confusing offset value in the
second or later fragment

If the receiving operating system is not able to
aggregate the packets accordingly, it can crash the
system

It is @ UDP attack, which uses overlapping offset fields
to bring down hosts.

The Unnamed Attack

o Variation of the Teardrop attack

o Fragments are not overlapping but there are gaps
incorporated



SYN Attack

The attacker sends bogus TCP SYN requests to a victim
server (Malicious flooding). The host allocates

resources (memory sockets) to the connection.

This attack exploits the three-way handshake

The attacker sends a fake TCP SYN requests to the
target server (victim)

The target machine sends back a SYN ACK in
response to the request and waits for the ACK to
complete the session setup

S S A A A ——

The target machine does not get the response
because the source address is fake




SYN Flooding

SYN Flooding takes advantages of a flaw in how most
hosts implement the TCP 3-Way Handshake.

When Host B Receives the SYN request from A, it must

keep track of the partially-opened connection in “listen
queue "for at least 75s.

A malicious host can exploit the small size of the listen

qgueue by sending multiple SYN request to the host, but
Never Replying to SYN/ACK.

This ability of removing a host from the network for at
least 75s can be used as DOS Attack.
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Peer-to-Peer Attack

© Using peer-to-peer attacks, attackers instruct clients of peer-to-peer file sharing hubs to
disconnect from their network and to connect to the victim's fake website

© Attackers exploit flaws found in the network that uses DC++ (Direct Connect) protocol, which
allows the exchange of files between instant messaging clients

® Using this method, attackers launch massive denial-of-service attacks and compromise websites

User-2



Permanent DoS Attack

Permanent Dao$, also known as phlashing, refers
to attacks that cause irreversible damage to
system hardware

Attack

Unlike other DoS attacks, it sabotages the system
hardware, requiring the victim to replace or
reinstall the hardware

1. This attack is carried out using @ method known as
“bricking 2 system”

2. Using this methaod, attackers send fradulent
hardware updates to the victims

Sends email, IRC chats, tweets, post videos
with fraudulent content for hardware updates ‘ axl

“f srssnnssssnnsnnnnsnasnnnnsnnssnnnsensnnnnnscesnsnnad o

-
=
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Attacker gets access to victim’s
Attacker computer Victim
(Malicious code is executed on
the victim’s system)




Botnet 0 3




Botnet

- Bots are software applications that run
automated task over the Internet and perform
simple repetitive tasks, such as web spidering and
search engine indexing.

A botnet is a huge network of the compromised
systems and can be used by an intruder to create
DoS attacks.
il 3oy 5l )Bas3 ygams oS Wik (131 oy Sladaliy gL
Sl lad 9 09 DgiSis diile 03l (5315 SYE 9 Aleis Jos
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Botnet

Bots connect to C&C handler

and wait for instructions

Bot Command & Control Center Bl hota hrouh CINC

A

Sets a bot g
C&C handleré

@3;9,;;.;;;48'!!‘

Attacker

Attacker sends commands 3

-3

s =
!I%rj .!ffb

A

and infects them to create Botnet

Bots attack a
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Uses of botnets

Distributed Denial-of-Service (DDoS)
Attacks
Spamming 4sU) 2
Opens a SOCKS v4/v5 proxy server for
spamming
Sniffing Traffic <1y (58015

Bots can also use a packet sniffer to watch
interesting clear-text data passing by a
compromised machine

Keylogging

With the help of a keylogger it is easy for an
attacker to retrieve sensitive information
such as online banking passwords

Spreading new malware $W)\38l )5 s
S

Botnets are used to spread new bots

L]

L]
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(@]

(@]

(@]

(@]

Installing Advertisement Add-ons —ua’
Automated advertisement “clicks”
Google AdSense abuse

AdSense offers companies the possibility to
display Google advertisements on their own

website and earn money this way. Botnet is
used to click on these advertisements

Attacking IRC Chat Networks < 4>
C S A

These are called “clone” attacks
Manipulating online polls &5
ng-.ﬂ s W_,Jm

Since every bot has a distinct IP address,

every vote will have the same credibility as a
vote cast by a real person

Mass identity theft (2o Cogd <8
phishing mails



Botnet Propagation Techniques

’ Cybercrime Related IT Operations
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Botnet Ecosystem
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Botnet Trojan: Shark
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Nuclear Bot

« Nuclear Bot is a Multi Advanced IRC BOT that can
be used for Floods, Managing, Utilities, Spread,
IRC Related, DDOS Attacks, ...

M NuclearBot 1.0 ~Princeali~ - o

Bot Password FTP Password Bot Setting:
Nickname UserName Server

| | i o Generate Generate
HostName Password Port

Adress Channel
[ Load I{ Settings Links

Copy pass
I Byte Chan Pass

|
r Read ] [ | -
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Botnet Trojan: PlugBot

- PlugBot is a hardware botnet project

- Itis a cover Penetration testing device (bot)
designed for covert use during physical
penetration test.
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Anonymous’ Operation Payback

Operation Payback was a coordinated,
decentralized group of attacks on high-

profile opponents of Internet piracy by Internet
activists using the "Anonymous" moniker.

The series of DDoS attacks organized by users
of 4chan’s /b/ (random) board that started on
2010 against major entertainment industry
websites.

YOU CALL IT PIRACY.
WE CALL IT FREEDOM




DDoS Attack

Attacker Releases Low Orbit lon
Cannon (LOIC) Tool on the Web
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DDoS Attack Tool: LOIC

Used to bring down Paypal and Mastercard
websites.
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DoS Attack Against Mastercard, Visa
and Swiss Bank

-J Attacks against Visa and Mastercard knocked the
official websites of the two offline for a while and
resulted in problems for some credit card holders

) The attacks have been relatively small so far,
mustering less then 10 gigabits per second of
traffic

J It took just 800 computers to take down
MasterCard and 1,000 to take down Visa (10GB of
data per second). LOIC tool is a voluntary botnet
that connects to a remote server that direct the
attacks. Currently, there are 40,000+ people
connected to the botnet.
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DoSHTTP

X
Fle Optons Help
DoOSHTTP
HTTP Flood Denial of Service (DoS) Testing Tool
Target URL
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User Agent Status: | Connecling to 118.215.252.59.80 ...
|Mozila/B. 0 [compatible: MSIE 7.0a: Windows NT 5.2; $¥/1) = Cornected: | 1174 Peak: [ 1174
Sockels Requests Connect | OK
[=00 =] [Conmious ¥] Verity URL | Stop Flood | | Discornect | No error
Legal Dsciamer pap f'w ww sockstsoht ret/ | Multisystem TCP Denial of Service Attacker [Buid #12]
. Coded by Yaro: [panm@tut. by) Ritp:/ Ay byt
| Running.. | Requests: 1
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PHP DoS
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Jolt2

Causes the target
. M Telnet - mandrake
machines to CONSUME Gt £ Tomos b

[root@mandrake bin]#

100% Of the CPU time [root@mandrake bin]#

[root@mandrake bin]#

. [root@mandrake bin)#
on processing the  trmrae v
illegal packets Lroot@medrake bings

[root@mandrake bin]#
[root@mandrake bin]#

NOt WiﬂdOWS-SpECifIC. [root@mandrake bin]#

[root@mandrake bin]#

1 [root@mandrake bin]#
Clsco rOUters and [root@mandrake bin]h
[root@mandrake bin]#

other gateways may  (rootemanarake vinjs

[root@mandrake bin]#

t@nandrake bin]#

be vulnerable [roatanandrake bin]s
[root@mandrake bin)# gec -0 jolt2 jolt2.c

[root@mandrake bin]# arp -s 10.10.0.254 00:11:22:33:44:55
[root@nandrake bin]# ./jolt2 10.10.0.254

[root@nandrake bin)#




Land and LaTierra

IP spoofing in combination with the opening of a
TCP connection

Both IP addresses, source and destination, are
modified to be the same—the address of the
destination host

This results in sending the packet back to itself,
because the addresses are the same



Nemesys

This application generate random packets
(protocol, port, etc)

It's presense means that your computer is infected
with malicious software and is insecure

eIk
Victim IP: [192.168.131.68 ~| |send |
Packets
|>Number: Im Size: |r4098 Delay(ms]: |1UU exit




Panther2

| i’ D-0.5. -Panther Modern moe =10 ]
) ) Host[10.9.9.9
Denlal Of SerV|Ce UDP- Time in1)|'ElI]Dth's of a second fﬁaCh set
. I?S 4 3
based attack designed for g..
o 1 [ |
a 28.8-56k connection 7 EEEEEEEENEEEEENENEEEEE
1
It comes under Flooder 2. [{llllllllllllllllllllll'
1
category o AAEEEEEEEEEEEEEEEEEEEE
Data
Flooder: [Bing v icrmp 127.0.0.1 1024 ~]
3 (_/ {~ Standard ports
o A program that overloads a i P & Ineremental

connection by any
mechanism, such as fast
pinging, causing a DoS
attack




Crazy Pinger

This tool could send large packets of ICMP to a
remote target network

Crazy Pinger 5]

Welcome to Crazy Pinger 2.0. This program will send

Icmp Packets to a certain server with as many bytes

of data as you want. All you need to do is fill out the
information below to continue the process.

Target: |

Bytes: |

Mumber of Icmp Packets to be sent: I

" Show Icmp Packets (¢ Hide Icmp Packets

Start Attack |

Hackers Software




UDP Flood

UDPFlood is UDP packet BT e iRt s e

sender

It sends out UDP
packets to the specified
IP and port at a
controllable rate

Packets can be made
from a typed text string,
a given number of
random bytes or data
from a file

Useful for server testing

=10 x|
Destination
IP/hostname || Port I
Transmission control
Max duration [secs) | Max packets |
min max
Speed [pkts/sec) q
1 { .
Maodem ---»--- Cable --»--- T1 ---3--- LAN
Data
¢ Random | to | bytes
{* Text | ***** UDP Flood. Server stress test **=
" Fromfile Erowse |
Status =
Packets sent 0 °
Seconds elapsed 0 Stop




FSMax

A scriptable, server stress testing tool

It takes a text file as input and runs a server through a
series of tests based on the input

The purpose of this tool is to find buffer overflows of
DOS points in a server

et C\WINDDWS' system32'cmd.exe

C:\Documents and Settings\Administrator.UINDOWS\Desktop\FSMax28>fsmax
FSMax v2.8 — Copyrightd{c> 1999-2083, Foundstone, Inc.
Server stress tester for bhuffer overflow/DOS conditions

Usage — fsmax /s < script.txt > results.txt
= preads script from stdin
= Help

Script Format
host:[ip address],[portl,.[minl,[max] = host parameters

Additional host parameters in order:
timeout — ms to wait for socket response — default = 0@
delay — ms to wait before sending commands— default = 250
pause — ms to wait before receiving — default = 0
retnum — number of CR/LF’s to end buffer — default is one
reopen — T/F reopen connection bhefore each command
norecv — T/F no receive after intial connect — default is
verbhose — T/F verbhose output— off hy default
trial — T/F display buffer w/o sending

Command syntax
c:[command text] = preloop commands
lc: [command bufferl] = loop commands
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DDoS Countermeasures

DDoS Countermeasures

|
! ! ! ! ! !

Detect and prevent

Detect and secondary victims Detect and prevent .. Post attack
neutralize potential attacks Mitigate/stop attacks Deflect attacks forensics
handlers l
i .. l Traffic Packet
Network service flr;gi\sfldual MIB statistics Egress filtering v pattern trace back llc:;;sent
W .
providers Honeypots analysis

! !

Install software Built-in defenses l l
patches

Shadow real Study attack

network
resources

! ! !

Load balancing ~ Throttling Drop requests




Taxonomy of DDoS Countermeasures

Three essential components:

Preventing secondary victims, and detecting and
neutralizing handlers

Detecting or preventing the attack, mitigating or
stopping the attack, and deflecting the attack

The post-attack component which involves
network forensics

o> 03,5 (i 9 LasS 5 0392 il 313 31 58 el

08 g 3 dlox 853 b (a8 celax Sl 5x85lr b parsess
o>



Preventing Secondary Victims

A heightened awareness of security issues and
prevention technigues from all Internet users
dod Sguw 3l K S ST 9 kel Jilwo 31 (HBT i3l

SR VE] 05936
Agent programs should be scanned for in the
systems

L @i )3 Jole Sl daliyy Sl



Preventing Secondary Victims ...

Installing anti-virus and anti-Trojan software, and
keeping these up-to-date can prevent installation
of the agent programs

02 0392 590 4 9 Olrg 5 b 9 e 09 2 Slayli8l py Cual

Dlge

Daunting for the average “web-surfer,” recent
work has proposed built-in defensive mechanisms
in the core hardware and software of computing

systems
ol 1381 e 5o s (£185 S eaunie Cual slgiday
Alewlors e Hl381 045 9



Detect and Neutralize Handlers

Study of communication protocols and traffic
patterns between handlers and clients or handlers
and agents in order to identify network nodes that
might be infected with a handler
ks 9 OLled)S o Sdly s3I 9 oLyl SS9, (o)
4SSl s S 0,8 Lol Hglaie db OB 9 OB 9,8 b
39 03¢JT 048 JHUS S0 s Canol (S
There are usually few DDoS handlers deployed as
compared to number of agents. So neutralizing a
few handlers can possibly render multiple agents
useless, thus thwarting DDoS attacks.
03,S (i db yd ibe bdele jI S jluilely sluas Y gone
.35.«“.%; LQJALQMM Sl U"'QJ U’UJ‘ C;&b Ubj\.b\ob



Detect Potential Attacks

- Egress filtering
o Scanning the packet headers of IP packets leaving a
network
Kgd 2 B 4 jl aS 1P Sladiw yio (Sl o
- There is a good probability that the spoofed
source address of DDoS attack packets will not

represent a valid source address of the specific
sub-network

- Placing a firewall or packet sniffer in the sub-
network that filters out any traffic without an
originating IP address.

b Sl 55850 oS (£,8 dSd 5> diawn 03,8 b Jlgld 315 )3
LS o A cladnlP sl cils Ogdu



Mitigate or Stop the Effects of DDoS

Attacks

1. Load Balancing yL Jolas

O

Providers can increase bandwidth on critical
connections to prevent them from going down in the
event of an attack

b Sbgy g3 o
Replicating servers can help provide additional
failsafe protection

293 &S el o
Balancing the load to each server in a multiple-server

architecture can improve both normal performances
as well as mitigate the effect of a DDoS attack

292 Lok Jals o



Mitigate or Stop the Effects of DDoS

Attacks ...
2. Throttling 03,5 JAS /585>

o This method sets up routers that access a server with
logic to adjust (throttle) incoming traffic to levels that
will be safe for the server to process

Aikld (quwd 9 0 9 B AS LS (2 @udaiS |y YlaSey Ghoy opl o
S WS eabais lazlaw 43 1) (539)9 Sdly3 dilgn U il
b ylas (3 99 e GO



Deflect Attacks

- Honeypots

o Systems that are set up with limited security act as an
enticement for an attacker

o Serve as a means for gaining information about
attackers by storing a record of their activities and
learning what types of attacks and software tools the
attackers used



Post-attack Forensics

. Traffic pattern analysis <y ($ ¢S Juloes
o Data can be analyzed—post-attack—to look for
specific characteristics within the attacking traffic
d@.)‘igb.)b)b..éwj@}?ﬁa)}n (%j\w)()\}id\)uoab o
el Olazrlge SB1y3 )3 pols sla S
- This characteristic data can be used for updating
load balancing and throttling countermeasures

- DDoS attack traffic patterns can help network
administrators develop new filtering techniques

for preventing it from entering or leaving their
networks



Packet Traceback

- This allows back tracing the attacker’s traffic and
possibly identifying the attacker

- Additionally, when the attacker sends vastly
different types of attacking traffic, this method
assists in providing the victim system with
information that might help develop filters to
block the attack

- Event Logs

o It keeps logs of the DDoS attack information in order
to do a forensic analysis, and to assist law
enforcement in the event the attacker does severe
financial damage



Thanks for your Attention.



