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• Denial of Service (DoS) is an Attack on a 
Computer or Network that Reduces, Restricts or 
Prevent Legitimate use of its Resources.

• DoS : when a single host attacks 
• DDoS : when multiple hosts attack simultaneously 

Denial of Service Attack 



STOP
In DoS  Attack, Attackers Flood a Victim System 
with Non-Legitimate Service Requests or Traffic 

to overload its Resources.

Denial of Service (DoS) is an Attack on a 
Computer or Network that  Reduces, Restricts

or Prevent Legitimate use of its Resources.
IP 

Header
ICMP 

Header ICMP Data

20 Bytes 8 Bytes 65,510 Bytes

Attacker Victim

User Server

What is DOS



• In DoS Attack, Attackers Flood a Victim System 
with Non-Legitimate Service Requests or Traffic
to overload its Resources. 

 اOP Qوناق KLغ تامدخ تساوخرد اB نامجاهمDoSهلمح رد•
.دننک f داجQاناUناcdق عبانم و متس[س یور رب YPاضا راB ،کUفارت

• DoS is an attack through which a person can 
render a system unusable, or significantly slow it 
down for legitimate users, by overloading its 
resources. 

• If an attacker is unable to gain access to a 
machine, the attacker will most likely crash the 
machine to accomplish a denial of service attack. 

Denial of Service Attack ...



• DoS is an attack through which a person can 

render a system unusable, or significantly slow it 

down for legitimate users, by overloading its 

resources. 

• If an attacker is unable to gain access to a 

machine, the attacker will most likely crash the 
machine to accomplish a denial of service attack. 

Pسد KLMشام هH دناوتنCجاهم ر=ا•
Q

R پTمجاهم ،دنک اد Hلامتحا ه 

 سnوm یور رب ریذgان راfنا هلمح ات دنک c بارخ ار ەا^تسد دا[ز

.دهد ماجنا

Denial of Service Attack …



• The goal of DoS is not to gain unauthorized access 
to machines or data, but to prevent legitimate 
users of a service from using it.

 هQلC ،تسMن اه ەداد اI اهنFشام هC زاجم?<غ >;ا89سدDoS ،فده•

.تسا سbو̀ کI زا نار\راY Z;وناق ەدافتسا زا ی?<گولج

Goal of DoS



• Purpose is to shut down a site, not penetrate it.

 ذوفننآ رد هن ،دGرواEب ABCیا@ ار ت>اس ک> هک تسا نیا فده•
.دEنک

• Purpose may be vandalism, extortion or social 
action (including terrorism) (Sports betting sites 
often extorted) 

هلمج زا( iامتجا مادقا ا> یذاخا ،یراbcارخ تسا نکمم فده•
)usزرو یدنب طrs یاهتیاس( دشاb )مسmرورت

• • Modification of internal data, change of 
programs (Includes defacement of web sites) 

بوÉÑاجbاج لماش( اه همانرب ÄBیغت ،{خاد یاه ەداد حلاصا•
)اه ت>اس

Goal of DoS ...



• Attempt to flood a network, thereby preventing 
legitimate network traffic 

• Attempt to disrupt connections between two 
machines, thereby preventing access to a service 

• Attempt to prevent a particular individual from 
accessing a service 

• Attempt to disrupt service to a specific system or 
person 

Attackers may:





DoS Symptoms



• A distributed denial of service (DDoS) attack is one 

in which a multitude of compromised systems 

attack a single target, thereby causing denial of 

service for users of the targeted system. 

 زا یداGز دادعت نآ رد هک تسایدراوم هلمج زا ەدش عــــGزوت تامدخ عــــGزوت راAنا•

 ثعا` هجlmن رد و دننک j هلمح دحاو فده کd ه` ەداتفا رطخ ه` یاهمتس\س

rسد مدع
s

t `ه uوvیارب س yراzنار j دوش. 

• The flood of incoming messages to the target 

system essentially forces it to shut down, thereby 

denying service to the system to legitimate users.

اساسا فده متس\س رد s~فاGرد یاه ماmپ لmس•
Ä

 ندششوماخ ه` روبجم ار نآ 

j ط نیا زا ودنکÜGه` تامدخ ق yراzذکت نارdب j دوش.

DDoS Attack



How DDoS Work?



Recent Cases
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Network (Layer 3) 
Bandwidth consumption

Layer 4 (Transport Protocol)
TCP attacks on server sockets

Application (Layer 7)
Application or operating system resources 

consumption 

Targets (OSI layer)



Bandwidth Attack



• A TCP connection is established in what is known as a 3-
way handshake. 

• The client sends a SYN packet, the server responds with 
a SYN ACK, and the client responds to that with an ACK. 
After the "three-way handshake" is complete, the TCP 
connection is considered established. 

• Overwhelm a server by sending a flood of SYN 
packets and then ignoring the SYN ACKs returned 
by the server. 

• This causes the server to use up resources waiting 
a configured amount of time for the anticipated 
ACK that should come from a legitimate client.

Layer 4 DoS Attack



• HTTP attacks on Web server threads 
• Web application attacks on CPU resources

Layer 7 Attack



Layer 7 DDoS Attacks



• A Network DoS attack operates in the logical “Access 
Zone”, an application DoS attack targets the 
“Application Zone”. 

• That consists of the web front-end and the data storage 
for it. 

• In order for an application DoS attack to be successful, it 
has to go around the entire set of “Access Zone” devices 
and mechanisms in place, take advantage of a security 
gap on the “Application Zone”. 

• and then finally inject a payload that goes on to 
establish a direct communication line with the web 
server, to strike either the server itself or application.

Layer 7 DoS Attacks



• Loss of Services
• Destroy programming source code and files

Layer 7 DoS Attacks





Attack Possibilities by OSI Layer 

OSI Layer 
Protocol 
Data Unit 
(PDU) 

Examples of Denial of Service 
Techniques at Each Level Potential Impact of DoS Attack Mitigation Options for Attack Type 

Application 

Layer (7) 
Data 

PDF GET requests, HTTP GET, 

HTTP POST, = website forms 

(login, uploading photo/video, 

submitting feedback) 

Reach resource limits of services 

Resource starvation 

Application monitoring is the practice of 

monitoring software applications using a dedicated set of 

algorithms, technologies, and approaches to detect zero day 

and application layer (Layer 7 attacks). Once identified these 

attacks can be stopped and traced back to a specific source 

more easily than other types of DDoS attacks 

Presentatio

n Layer (6) 
Data 

Malformed SSL Requests --

Inspecting SSL encryption packets 

is resource intensive. Attackers use 

SSL to tunnel HTTP attacks to 

target the server 

The affected systems could stop 

accepting SSL connections or 

automatically restart 

To mitigate, consider options like offloading the SSL from the 

origin infrastructure and inspecting the application traffic for 

signs of attacks traffic or violations of policy at an applications 

delivery platform (ADP). A good ADP will also ensure that your 

traffic is then re- encrypted and forwarded back to the origin 

infrastructure with unencrypted content only ever residing in 

protected memory on a secure bastion host 

Session (5) Data 

Telnet DDoS-attacker exploits a 

flaw in a Telnet server software 

running on the switch, rendering 

Telnet services unavailable 

Prevents administrator from 

performing switch management 

functions 

Check with your hardware provider to determine if there's a 

version update or patch to mitigate the vulnerability 

Transport 

(4) 
Segment SYN Flood, Smurf Attack 

Reach bandwidth or connection limits 

of hosts or networking equipment 

DDoS attack blocking, commonly referred to as blackholing, is a 

method typically used by ISPs to stop a DDoS attack on one of 

its customers. This approach to block DDoS attacks makes the 

site in question completely inaccessible to all traffic, both 

malicious attack traffic and legitimate user traffic. Black holding 

is typically deployed by the ISP to protect other customers on its 

network from the adverse effects of DDoS attacks such as slow 

network performance and disrupted service 

Network (3) Packet 

ICMP Flooding - A Layer 3 

infrastructure DDoS attack method 

that uses ICMP messages to 

overload the targeted network's 

bandwidth 

Can affect available network 

bandwidth and impose extra load on 

the firewall 

Rate-limit ICMP traffic and prevent the attack from impacting 

bandwidth and firewall performance 

Data Link 

(2) 
Frame 

MAC flooding -- inundates the 

network switch with data packets 

Disrupts the usual sender to recipient 

flow of data -- blasting across all 

ports 

Many advances switches can be configured to limit the number 

of MAC addresses that can be learned on ports connected to 

end stations; allow discovered MAC addresses to be 

authenticated against an authentication, authorization and 

accounting (AAA) server and subsequently filtered 

Physical (1) Bits 

Physical destruction, obstruction, 

manipulation, or malfunction of 

physical assets 

Physical assets will become 

unresponsive and may need to be 

repaired to increase availability 

Practice defense in-depth tactics, use access controls, 

accountability, and auditing to track and control physical assets 



DoS Attack 
Classification 02



• Smurf
• Buffer Overflow Attack 
• Ping of death
• Teardrop
• SYN Attack 
• SYN Flooding
• Peer-to-Peer Attack
• Permanent DoS Attack (PDoS)

DoS Attack Classification



• The perpetrator generates a large 
amount of ICMP echo (ping) traffic 
to a network broadcast address 
with a spoofed source IP set to a 
victim host 

• The result will be lots of ping 
replies (ICMP Echo Reply) flooding 
the spoofed host 

• Amplified ping reply stream can 
overwhelm the victim’s network 
connection

• Fraggle attack, which uses UDP 
echo is similar to the smurf attack 

Smurf Attack

EC-Council
Copyright © by EC-Council

All Rights reserved. Reproduction is strictly prohibited 

Smurf Attack

~The perpetrator generates a large amount 

of ICMP echo (ping) traffic to a network 

broadcast address with a spoofed source 

IP set to a victim host

~The result will be lots of ping replies 

(ICMP Echo Reply) flooding the spoofed 

host 

~Amplified ping reply stream can 

overwhelm the victim’s network 

connection

~Fraggle attack, which uses UDP echo is 

similar to the smurf attack
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Smurf Attack



• Buffer overflow occurs any time the program 
writes more information into the buffer than the 
space it has allocated in the memory 

• The attacker can overwrite data that controls the 
program execution path and hijack the control of 
the program to execute the attacker’s code 
instead of the process code 

• Sending email messages that have attachments 
with 256-character file names can cause buffer 
overflow 

Buffer Overflow Attack



Buffer Overflow Attack …





• The attacker deliberately sends an IP packet 
larger than the 65,536 bytes allowed by the IP 
protocol 

• Fragmentation allows a single IP packet to be 
broken down into smaller segments 

• The fragments can add up to more than the 
allowed 65,536 bytes. The operating system, 
unable to handle oversized packets freezes, 
reboots, or simply crashes 

• The identity of the attacker sending the oversized 
packet can be easily spoofed

Ping of Death Attack



• IP requires that a packet that is too large for the next 
router to handle be divided into fragments 

• The attacker's IP puts a confusing offset value in the 
second or later fragment 

• If the receiving operating system is not able to 
aggregate the packets accordingly, it can crash the 
system 

• It is a UDP attack, which uses overlapping offset fields 
to bring down hosts. 

• The Unnamed Attack 
o Variation of the Teardrop attack 
o Fragments are not overlapping but there are gaps 

incorporated 

Teardrop Attack



• The attacker sends bogus TCP SYN requests to a victim 
server (Malicious flooding). The host allocates 
resources (memory sockets) to the connection. 

• This attack exploits the three-way handshake 

SYN Attack



SYN Flooding
SYN Flooding takes advantages of a flaw in how most 

hosts implement the TCP 3-Way Handshake.
1

When Host B Receives the SYN request from A, it must 
keep track of the partially-opened connection in “listen 

queue "for at least 75s.
2

The victim's listen queue is quickly filled up.4

A malicious host can exploit the small size of the listen 
queue by sending multiple SYN request to the host, but 

Never Replying to SYN/ACK.
3

This ability of removing a host from the network for at 
least 75s can be used as DOS Attack.5

Attacker

User

Victim

Victim

SYN
SYN

SYN
SYN

SYN

SYN Flood Attack



Peer-to-Peer Attack



Permanent DoS Attack



Botnet 03



• Bots are software applications that run 
automated task over the Internet and perform 

simple repetitive tasks, such as web spidering and 

search engine indexing.

• A botnet is a huge network of the compromised 
systems and can be used by an intruder to create 

DoS attacks. 

aنیا ق̂[ط زا راZدوختروصT هک دنPسه یرازفا مرنیاه همانرباهتا@ر•
b

 تن

 یزاس هnامن وبو توبکنع دننام ەداس یرارکت یاهراZ ودنیامن g لمع

.دنهد g ماجنا ار وجتسج روتوم

•nک Tش تنتاtرزب هکu
v

دناوت g و تسا ەدش یراyتسد یاه متسwس زا 

.دوش ەدافتساDoS تلامح داجnا یارب زواجتم کn طسوت

Botnet



Botnet



• Distributed Denial-of-Service (DDoS) 
Attacks 

• Spamming ;همانزر

o Opens a SOCKS v4/v5 proxy server for  
spamming 

• Sniffing Traffic ارخEFفارتیراKک

o Bots can also use a packet sniffer to watch 
interesting clear-text data passing by a 
compromised machine 

• Keylogging 

o With the help of a keylogger it is easy for an 
attacker to retrieve sensitive information 
such as online banking passwords

• Spreading new malware Pیا;رازفا مرن شخ 
دXدج برخم

o Botnets are used to spread new bots 

• Installing Advertisement Add-ons بصن 
تاغKل\ت

o Automated advertisement “clicks” 

• Google AdSense abuse  

o AdSense offers companies the possibility to 
display Google advertisements on their own 
website and earn money this way. Botnet is 
used to click on these advertisements

• Attacking IRC Chat Networks هلمح Eه 
تچ یا; هک\ش

o These are called “clone” attacks

• Manipulating online polls تسدFیرا 
نیلانآ یا; qrنسرظن

o Since every bot has a distinct IP address, 
every vote will have the same credibility as a 
vote cast by a real person  

• Mass identity theft wتق ;yzمج ت{

o phishing mails

Uses of botnets



Botnet Propagation Techniques



Botnet Ecosystem



Botnet Trojan: Shark 



• Nuclear Bot is a Multi Advanced IRC BOT that can 
be used for Floods, Managing, Utilities, Spread, 
IRC Related, DDOS Attacks, … 

Nuclear Bot 

EC-Council
Copyright © by EC-Council

All Rights reserved. Reproduction is strictly prohibited 

Tool: Nuclear Bot

~ Nuclear Bot is a Multi Advanced IRC BOT that can be used for 
Floods, Managing, Utilities, Spread, IRC Related, DDOS Attacks, 
and so on

EC-Council
Copyright © by EC-Council

All Rights reserved. Reproduction is strictly prohibited 

Tool: Nuclear Bot

~ Nuclear Bot is a Multi Advanced IRC BOT that can be used for 
Floods, Managing, Utilities, Spread, IRC Related, DDOS Attacks, 
and so on



Botnet Command Control Centre: 
Poison Ivy



• PlugBot is a hardware botnet project
• It is a cover Penetration testing device (bot) 

designed for covert use during physical 
penetration test.

Botnet Trojan: PlugBot



DDoS Case 
Study
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• Operation Payback was a coordinated,
decentralized group of attacks on high-
profile opponents of Internet piracy by Internet 
activists using the "Anonymous" moniker.

• The series of DDoS attacks organized by users 
of 4chan’s /b/ (random) board that started on 
2010 against major entertainment industry 
websites. 

Anonymous’ Operation Payback



DDoS Attack



• Used to bring down Paypal and Mastercard 
websites.

DDoS Attack Tool: LOIC 



DoS Attack Against Mastercard, Visa 
and Swiss Bank



Hackers Advertise  Links to Download 
Botnet



Dos/DDoS 
Tools
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DoSHTTP



PHP DoS



• Causes the target 
machines to consume 
100% of the CPU time 
on processing the 
illegal packets 

• Not Windows-specific. 
Cisco routers and 
other gateways may 
be vulnerable 

Jolt2

EC-Council
Copyright © by EC-Council

All Rights reserved. Reproduction is strictly prohibited 

DoS Tool: Jolt2

~Allows remote attackers to 
cause a denial of service attack 
against Windows-based 
machines

~Causes the target machines to 
consume 100% of the CPU time 
on processing the illegal packets

~Not Windows-specific. Cisco 
routers and other gateways may 
be vulnerable



• IP spoofing in combination with the opening of a 
TCP connection 

• Both IP addresses, source and destination, are 
modified to be the same—the address of the 
destination host 

• This results in sending the packet back to itself, 
because the addresses are the same 

Land and LaTierra



• This application generate random packets 
(protocol, port, etc) 

• It's presense means that your computer is infected 
with malicious software and is insecure

Nemesys

EC-Council
Copyright © by EC-Council

All Rights reserved. Reproduction is strictly prohibited 

DoS Tool: Nemesys

~ This application generate random packets 
(protocol,port,etc 

~ It's presense means that your computer is infected with 
malicious software and is insecure 



• Denial of service UDP-
based attack designed for 
a 28.8-56k connection 

• It comes under Flooder 
category 

• Flooder: 
o A program that overloads a 

connection by any 
mechanism, such as fast 
pinging, causing a DoS
attack 

Panther2

EC-Council
Copyright © by EC-Council

All Rights reserved. Reproduction is strictly prohibited 

DoS Tool: Panther2

~ Denial of service UDP-
based attack designed for a 
28.8-56k connection 

~ It comes under Flooder 
category

~ Flooder:
• A program that overloads a 

connection by any 
mechanism, such as fast 
pinging, causing a DoS 
attack 



• This tool could send large packets of ICMP to a 
remote target network 

Crazy Pinger

EC-Council
Copyright © by EC-Council

All Rights reserved. Reproduction is strictly prohibited 

DoS Tool: Crazy Pinger

~ This tool could send large packets of ICMP to a remote 
target network 



• UDPFlood is UDP packet 
sender 

• It sends out UDP 
packets to the specified 
IP and port at a 
controllable rate 

• Packets can be made 
from a typed text string, 
a given number of 
random bytes or data 
from a file 

• Useful for server testing 

UDP Flood

EC-Council
Copyright © by EC-Council

All Rights reserved. Reproduction is strictly prohibited 

DoS Tool: UDP Flood

~ UDPFlood is UDP packet 
sender 

~ It sends out UDP packets to 
the specified IP and port at a 
controllable rate 

~ Packets can be made from a 
typed text string, a given 
number of random bytes or 
data from a file 

~ Useful for server testing 



• A scriptable, server stress testing tool 
• It takes a text file as input and runs a server through a 

series of tests based on the input 
• The purpose of this tool is to find buffer overflows of 

DOS points in a server 

FSMax

EC-Council
Copyright © by EC-Council

All Rights reserved. Reproduction is strictly prohibited 

DoS Tool: FSMax

~ A scriptable, server stress testing tool 
~ It takes a text file as input and runs a server through a series of tests 

based on the input 
~ The purpose of this tool is to find buffer overflows of DOS points in a 

server 



DDoS 
Counterme
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DDoS Countermeasures
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Copyright © by EC-Council

All Rights reserved. Reproduction is strictly prohibited 

DDoS Countermeasures

DDoS Countermeasures

Detect and 
neutralize  
handlers

Detect and prevent 
secondary victims Detect and prevent 

potential attacks Mitigate/stop attacks Deflect attacks

Honeypots

Post attack
forensics

Traffic 
pattern 
analysis

Packet
trace back Event   

logs

Study attackShadow real 
network 
resources

Load balancing Throttling Drop requests

MIB statistics Egress filteringNetwork service 
providers

Individual 
users

Install software
patches Built-in defenses



• Three essential components:
• Preventing secondary victims, and detecting and 

neutralizing handlers 
• Detecting or preventing the attack, mitigating or 

stopping the attack, and deflecting the attack 
• The post-attack component which involves 

network forensics 
هلمح ندرک RSنخ و فشک و ندوب هFGناث BCا@?ق زا ی:9گولج•
•WخشYنخ و هلمح فقوت ا] شها[ ،هلمح زا ی:9گولج ا] صRSندرک 

هلمح

تسا هکkشBjوج Bi لماش هک ،هلمح زا سe هفلؤم•

Taxonomy of DDoS Countermeasures



• A heightened awareness of security issues and 
prevention techniques from all Internet users 

 همB یوس زا یHIگشEپ یاB ک@نکت و >;ینما لئاسم زا 3ا1آ ش.ازفا•

NراPنیا نارH
<

تن

• Agent programs should be scanned for in the 
systems 

اه متسIس رد  لماع یاه همانرب نکسا•

Preventing Secondary Victims



• Installing anti-virus and anti-Trojan software, and 

keeping these up-to-date can prevent installation 

of the agent programs 

 نیا ندوب زور هO و ناجورت دض و سورJو دض یاهرازفا مرن بصن•

دراوم

• Daunting for the average “web-surfer,” recent 

work has proposed built-in defensive mechanisms 

in the core hardware and software of computing 

systems 

 gصا رازفا تخس رد gخاد eافدیاه مس^ناbم بصن داهنش^پ•

opاnساحمیاه متس^س رازفا مرن و

Preventing Secondary Victims ...



• Study of communication protocols and traffic 

patterns between handlers and clients or handlers 

and agents in order to identify network nodes that 

might be infected with a handler 

JKب HIفارت یاهوEلا و CاBترایاه ل>تورپ 8ررب•
L MامرفراOشم وناR

S
اه ی

Oدنشورف اWدنیامن و ناWش یاه ەرگ ̀_اسانش روظنم ه] ناBهک یا هک 

Rنک کO ه] تسا نکمم
S

دوش ەدولآ ەدننک ل

• There are usually few DDoS handlers deployed as 
compared to number of agents. So neutralizing a 

few handlers can possibly render multiple agents 

useless, thus thwarting DDoS attacks.

RمMاهزادنا ەار دادعت لاومعم•
S

 ندرک |}نخ هجxHن رد .دشا] wاه لماع زا 

JKب زا ثعا]اهزادنا ەار
L فرJ

SL ش~ب دادعتR
S

.دوش wاه لماع 

Detect and Neutralize Handlers



• Egress filtering
o Scanning the packet headers of IP packets leaving a 

network 

oیاه هتس< رده نکساIP ش زا هکGجراخ هک J دنوش

• There is a good probability that the spoofed 
source address of DDoS attack packets will not 
represent a valid source address of the specific 
sub-network 

• Placing a firewall or packet sniffer in the sub-
network that filters out any traffic without an 
originating IP address.

 ار cdفارت هنوگره هک aرف هکGش رد هتس< ەدن̂_گ ا\لاوریاف نداد رارق•
eشاد نودfgh سردآ IP مlف ءاشcلĝ J دنک

Detect Potential Attacks



1.  Load Balancing را3 لداعت
o Providers can increase bandwidth on critical 

connections to prevent them from going down in the 
event of an attack 

oدنا@ یانهپ ش9ازفا
o Replicating servers can help provide additional 

failsafe protection 
oشادEFG کIJ زا Lرو

o Balancing the load to each server in a multiple-server 
architecture can improve both normal performances 
as well as mitigate the effect of a DDoS attack 

oره ا@ را@ لداعت Lرو

Mitigate or Stop the Effects of DDoS 
Attacks



2.  Throttling  1نک 4ی12گولج
7

ندرک ل

o This method sets up routers that access a server with 

logic to adjust (throttle) incoming traffic to levels that 

will be safe for the server to process 

oاهرتور شور نیاDEظنت ارHم J ه هک دنک Oک Qسد روT
U

V هتشاد 

Yفارت دنناوتب ات دنشاHار یدورو ک Yاه حطس هDEظنتHهک دننکم 

.دشاY رطخ Dc روQ شزادرپ

Mitigate or Stop the Effects of DDoS 

Attacks …



• Honeypots 
o Systems that are set up with limited security act as an 

enticement for an attacker 
o Serve as a means for gaining information about 

attackers by storing a record of their activities and 
learning what types of attacks and software tools the 
attackers used 

Deflect Attacks



• Traffic pattern analysis ک2فارت یو6لا ل2لحت
o Data can be analyzed—post-attack—to look for 

specific characteristics within the attacking traffic 

oناوت ? ار اه ەداد )Dجت دروم)هلمح زا سNOلحت و هRات داد رارق ل Vند هXلا

]ژOو
\

دRشاV نامجاهم کRفارت رد صاخ یاه 

• This characteristic data can be used for updating 
load balancing and throttling countermeasures 

• DDoS attack traffic patterns can help network 

administrators develop new filtering techniques 
for preventing it from entering or leaving their 

networks 

Post-attack Forensics



• This allows back tracing the attacker’s traffic and 
possibly identifying the attacker 

• Additionally, when the attacker sends vastly 
different types of attacking traffic, this method 
assists in providing the victim system with 
information that might help develop filters to 
block the attack 

• Event Logs
o It keeps logs of the DDoS attack information in order 

to do a forensic analysis, and to assist law 
enforcement in the event the attacker does severe 
financial damage 

Packet Traceback



Thanks for your Attention.


